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WhoCould KnowWho I Am? The Possibility of Patient
Identification With Retinal Imaging
RICHARD K. PARRISH II, LOUIS R. PASQUALE, AARON Y. LEE, ROBERT FOLBERG, MICHAEL W. STEWART,
AND SARAH L. DUNCAN POWERS
W
HEN FUGITIVE JEAN VALJEAN RHETORICALLY

asks, ‘‘Who am I?’’ in the musical version of
Victor Hugo’s Les Miserables, he feared what

would happen if someone recognized his face and identified
him by the convict number on his yellow passport. Almost
200 years later, digital imaging of unique biological charac-
teristics has expanded the possible means of identification.
Simon and Goldstein first described a unique patient-
specific retinal vascular network for identification in
1935.1 Since the concept’s advent, several variations on
the assessment of retinal vessels have been proposed to
improve the accuracy of identification.2–4 Hill developed
a retinal identification system for use in humans,5 but its
application has mainly been limited to high-end security
systems rather than patient care.6 Beyond human use,
county fairs have used retinal vessel patterns in fraud pre-
vention to verify prize-winning livestock7 and identify cat-
tle8 and sheep.9,10

In recent years, digital technologies, such as spectral-
domain optical coherence tomography, have all but
replaced film-based photographic images to record retinal,
optic nerve, and choroidal anatomy. These digitally
encoded data can be readily acquired, stored, and accessed.
We estimate that more than 500,000 patient-specific
retinal images exist at the University of Miami Miller
School of Medicine alone (Rams I, personal communica-
tion, January 27, 2020). Although the use of these data
to identify specific patients may seem farfetched, an artifi-
cial intelligence (AI) algorithm based on retinal photo-
graphs can identify not only age, but smoking status,
systolic blood pressure, cardiac adverse events, and birth
sex with 97% specificity.11 An AI algorithm capable of
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distilling this level of information from a color fundus
photograph could potentially reidentify a unique individ-
ual, given the retrieval of enough identifiers. The New
York Times recently described the facial image identifica-
tion algorithm by Clearview AI as follows: ‘‘The sys-
tem—whose backbone is a database of more than three
billion images that Clearview claims to have scraped
from Facebook, YouTube, Venmo, and millions of other
websites—goes far beyond anything ever constructed by
the United States government or any Silicon Valley gi-
ant.’’12 This app has successfully identified suspects of crim-
inal activity based on facial characteristics, although Clare
Garvie of the Georgetown University Center on Privacy
and Technology warned, ‘‘We have no data to suggest
this tool is accurate.’’ The attorney general of New Jersey,
fearing the misuse of patient identification, blocked the
use of Clearview for facial recognition of criminal suspects
in that state, while law enforcement officials elsewhere may
use it without restriction.13 Beyond Clearview AI,
emerging experimental machine learning technologies
may permit the creation of synthetic analogs of a specific
image or train a model to mimic the distribution of images
within a location. It is also possible to identify patients us-
ing unique iris and conjunctival vessel images.14,15

To safeguard the future confidentiality of a patient whose
retinal, conjunctival, or iridial images may appear in a pub-
lication, the American Journal of Ophthalmology strives to
prevent unauthorized access to possible protected health
information. Going forward, the Journal will require that
authors obtain written permission of patients to publish
their retinal images, expanding on the current policy of
obtaining consent for publishing full-face photographs.
This policy change will not impede the exchange of critical
information or limit ethical scientific communication.
Although clinical trials may continue to serve as a reposi-
tory for thousands of retinal images, written consent will be
required only from patients whose images appear in print.
Further, the Journalwill work with authors to mask noncrit-
ical features in retinal photographs in ways that disable al-
gorithms that could reidentify subjects. While these AI
identification possibilities may yet be on the horizon as a
danger to patient confidentiality, the Journal considers
the following advice from Wayne Gretsky’s father to his
A3LL RIGHTS RESERVED.

mailto:rparrish@med.miami.edu
mailto:rparrish@med.miami.edu
http://crossmark.crossref.org/dialog/?doi=10.1016/j.ajo.2020.03.039&domain=pdf
https://doi.org/10.1016/j.ajo.2020.03.039


famous son: ‘‘Skate to where the puck is going, not where it
has been.’’
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